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PROVIDER ENROLLMENT AGREEMENT
FOR REGIONAL EXTENSION CENTER SERVICES 

(PRIORITY PRIMARY CARE PROVIDER)

2012 Update
This Provider Enrollment Agreement (“Agreement”) is entered into by and between                                (“Practice”), on behalf of itself and its affiliated providers as listed in Attachment A, and the California Health Information Partnership and Services Organization (“CalHIPSO”) (each a “Party”, and collectively, the “Parties”).

The Office of the National Coordinator (“ONC”) at the United States Department of Health and Human Services ("HHS") has designated CalHIPSO as the Regional Extension Center ("REC") for California (except for Los Angeles and Orange Counties), pursuant to the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 (“HITECH Act”).  

CalHIPSO has received funding from the ONC to accelerate the adoption and "Meaningful Use" of "Certified Electronic Health Records ("CEHR"), as such terms are defined in the proposed rule published by HHS Centers for in 75 Federal Register 1844 (“Proposed Rule”) and any future final rule ("REC Services").  REC Services are designed to help off-set some, but not all, of the costs associated with implementing a CEHR and preparing Providers for Stage 1 of HHS's Meaningful Use criteria ("Stage 1 Criteria"). 
Practice and Providers (as defined below) wish to enroll in CalHIPSO to receive REC Services to assist them in meeting Stage 1 Criteria.   

In consideration of the mutual covenants contained in this Agreement and other valuable and good consideration, the Parties agree as follows:  

I.         Definitions
a) Provider:  A MD, DO, NP, PA, or CNMW professional who is (I) licensed in Internal Medicine, Family Practice, Pediatrics, Geriatrics, Obstetrics, Gynecology, General Practice, or Adolescent Medicine, and (II) practicing in either (i) a private practice organization with less than 10 professionals, (ii) a private practice organization with more than 10 professionals but predominantly serving the uninsured, under-insured or underserved as defined by the ONC in future guidance, (iii) a primary care clinic as defined under Cal. Health & Saf. Code § 1204(a); (iv) a federally qualified health center, or (v) an ambulatory care clinic licensed as part of a rural hospital, public hospital, or critical access hospital, and  (III) has been approved for enrollment by CalHIPSO as a Priority Primary Care Provider based on the information listed in the Practice Registration Form attached hereto as Attachment A.  

b) Practice Site:  A physical location operated by Practice at which one or more Providers deliver health services. 

c) Local Extension Center ("LEC"): An ONC grant sub-recipient contracted with CalHIPSO to provide REC Services to Practice and Providers. 

d) Service Partner: An individual or organization registered by CalHIPSO and authorized to deliver REC Services to Providers, as outlined in Attachment B.
II.         REC Services
CalHIPSO shall provide, or arrange for a LEC to provide, the following REC Services to Practice and Providers, as further detailed in Attachment B:

a) Technical services for the adoption of a CEHR;
b) Group purchasing services for the acquisition of a CEHR;
c) Education and training services for the Meaningful Use of a CEHR; and
d) Other services to be determined by the Parties and set forth in practice service plan approved by CalHIPSO and Practice ("Practice Service Plan").
e) Other optional services to be determined by CalHIPSO and offered to Practice and Providers to support Stage 1 Criteria. 
The specific REC Services provided by CalHIPSO shall be outlined in a Practice Service Plan. The Practice Service Plan will outline those services that will be provided to Practice at no charge by CalHIPSO or a LEC and any additional fees for REC Services above what can be supported by funds available to CalHIPSO. CalHIPSO DOES NOT MAKE ANY EXPRESS OR IMPLLIED WARRANTY OR REPRESENTATION THAT A PROVIDER WILL MEET STAGE 1 CRITERIA. 
III. Fees.  CalHIPSO membership fees are Provider-based and shall be paid by Practice as follows:

a) CalHIPSO Membership Fees:  For Providers who enroll in CalHIPSO prior to February 29, 2012,  no membership fees to CalHIPSO are owed during the Term.  Upon any Term renewal, Practice shall pay those per-Provider fees set by CalHIPSO and provided in writing to Practice at least thirty (30) days prior to the expiration of the Term, but CalHIPSO may, in its sole discretion extend the fee waiver period through the renewal Term.
b) REC Service Fees:  As outlined in the Practice Service Plan, Practice may be subject to additional fees to cover the cost of REC Services that are not supported through funding made available to CalHIPSO by ONC. 

c) Cost of CEHR Product:  All costs associated with the purchase, installation, training, and on-going maintenance and support, including product upgrades, of a CEHR are the sole responsibility of Practice.  Neither CalHIPSO nor the LECs may use funds provided by the ONC to support CEHR product purchase or installation. 

IV.
Term and Termination

a) Term:  The term of this Agreement ("Term") will commence upon the completion of (i) the e-signing of this Agreement by Practice, and (ii) the determination by CalHIPSO that Practice and each Provider is eligible to receive REC Services based on the Practice Registration Form (Attachment A).  Upon the completion of the previous steps, this Agreement will take effect, and CalHIPSO will provide written notice to Practice of the commencement date of the Term.  Unless terminated earlier pursuant to its provisions, this Agreement will remain in effect through January 31, 2014, and may be renewed for additional one-year terms by mutual agreement of the Parties.

b)
Termination:  The Practice or CalHIPSO may terminate this Agreement in its entirety with or without cause upon thirty (30) days prior written notice to the other Party.  Any fees for REC Services accrued by Practice shall be paid to CalHIPSO prior to the date of termination. 
V.
Representations
a) Practice shall use its, and ensure Provider use their, best efforts to cooperate with CalHIPSO and its LECs to satisfy Stage 1 Criteria by January 31, 2014 or an earlier as specified in the Practice Service Plan. 

b) Practice shall use its, and ensure Provider use their best efforts to cooperate with CalHIPSO and LECs to install a CEHR and achieve “go-live” status per Practice Site at the date specified in the Practice Service Plan.  Practice shall attest to the “go-live” date after e-prescribing and quality reporting has occurred at a Practice Site for each Provider affiliated with that Site.  CalHIPSO and/or its LECs reserve the right to verify “go-live” status at Practice Sites. 

c) Practice represents and warrants that the number and the information pertaining to Providers identified in the CalHIPSO Provider Registration Form is accurate as of the date this Agreement commences.  Practice shall submit a "Provider Status Change Form" to CalHIPSO within ten (10) days after any of the following events has occurred:


i.   A Provider is no longer employed or affiliated with Practice;


ii.  A Provider wishes to transfer his/her access to REC Services to another participating practice; 

      iii. A Provider transfers to a different Practice Site; or

       iv. A new eligible provider is added to Practice.

d) CalHIPSO may disclose to its auditors, ONC, and to other third parties Practice's and each Provider’s participation in CalHIPSO.  
e) CalHIPSO shall be bound to the obligations of a Business Associate Addendum ("BAA") set forth in Attachment C to this Agreement and shall ensure LECs and Service Partners are bound to those obligations. 
VI.
Notices
Any notice to CalHIPSO will be sent to "Executive Director, CalHIPSO, 555 12th Street, 10th Floor, Oakland, CA 94607."  Any notice to Practice will be sent to the address and attention of the authorized representative signing on behalf of Practice below.  Any notice will be delivered, mailed, or faxed and mailed to said representatives, or such other representatives that the Parties designate in writing.

VII.
Miscellaneous

a)
Practice represents and warrants that neither it, nor its Providers, and other employees and agents will hold themselves out as, nor claim to be, officers, employees, agent or representatives of CalHIPSO, and will not make any claim, demand or application to or for any right or privilege applicable to an officer or employee of CalHIPSO, including, but not limited to, workers’ compensation coverage, unemployment insurance benefits, social security coverage or employee benefits, retirement membership or credit.  Practice shall hold harmless CalHIPSO for costs, legal fees, judgments, incidental and consequential damages, penalties or any other monetary claims asserted by any party against CalHIPSO which arises out of or relates to Practice’s failure to fully, properly or lawfully perform its obligations under this Agreement.   

b)
This Agreement is governed by the laws of the State of California.  Any claim which arises or is related to this Agreement will be heard in a federal or state court in Alameda County, California. The attachments to this Agreement are hereby made a part of it. This Agreement constitutes the entire understanding of the Parties and merges all prior discussions, agreements, or understandings into it.  No prior agreement, oral or otherwise, regarding the subject matter of this Agreement, shall be deemed to exist or to bind the Parties.  This Agreement may, from time to time, be modified by a writing signed by authorized representatives of the Parties.  It may not be altered, modified, rescinded, or extended orally.  No Party shall assign, transfer, convey or otherwise dispose of this Agreement, except by operation of law, without the prior written consent of CalHIPSO and Practice.  This Agreement shall be binding upon and for the benefit of the Parties and their respective successors and permitted assigns.  The provisions of this Agreement shall be for the sole benefit of the Parties and no other person or entity.  This Agreement may be executed in one or more counterparts which, when taken together, shall constitute one and the same.
Each Party has executed this Agreement as of the date set forth below.

	PRACTICE:
	CALHIPSO:

	Check here  FORMCHECKBOX 
 * 
	     

	Name:
	     
	Name:
	Speranza Avram

	Title:
	     
	Title:
	Executive Director

	Date:
	     
	Date:
	


* By checking this box, the Practice is electronically signing this Agreement and expressly agreeing to its terms and conditions in the same manner as if it had affixed its signature in ink.

** By checking this box, CalHIPSO electronically signing this Agreement and expressly agreeing to its terms and conditions in the same manner as if it had affixed its signature in ink.

Attachment A: Practice Registration Form 

1. General Information

	Organization Information

	Organization Name:      

	 Organizational NPI Number:      
	Total Number of Sites Under the Same Tax ID:      

	Organizational Tax ID:     

	Main Contact 

	 First Name:      
	Last Name:      

	Main Practice Address:      

	Street:     

	City:      
	California 
	Zip:       

	Main Practice Telephone:      

	Back Office Line:      


	Fax:      

	Email:      
	Website:      

	Cell:      

	Clinical Lead

	 First Name:      
	Last Name:      

	Email:      

	Telephone:      
	Cell:      

	IT Director or Consultant

	 First Name:      
	Last Name:      

	 FORMCHECKBOX 
 In House
	 FORMCHECKBOX 
 Consultant
	 FORMCHECKBOX 
 No IT Personnel 

	Email:      

	Telephone:      
	Cell:      

	Office Manager

	First Name:      
	Last Name:      

	Email:      

	Telephone:      
	Cell:      


2. Facility Type
 FORMCHECKBOX 
 Small private practice (less than 10 primary care providers)





 FORMCHECKBOX 
 Community Health Center

 FORMCHECKBOX 
 Federally Qualified Health Center

 FORMCHECKBOX 
 Public Hospital

 FORMCHECKBOX 
 Critical Access Hospital
 FORMCHECKBOX 
 Rural Hospital
 FORMCHECKBOX 
 Rural Health Clinic

 FORMCHECKBOX 
 Other (Please describe:     )

3. Staff Detail
	Total number of providers (MDs, NPs, DOs, PAs, CNMWs) in the practice (not FTEs):      

	Total 
Total Number of support staff:      
_____


4.  Practice-Wide Patient Demographics
	Total number of patients:      

	Number of patient encounters per year:      

	% of patients Uninsured (including sliding scale, self pay, charity care):      

	% of patients on Medi-Cal :      

	% of patients on private insurance:      

	% of patients on Medicare:      


5. Main Site and Provider Detail
	Main Site Information

	Main Site Name:      

	Site Address:      

	City:      
	Zip Code:      

	Telephone:      
	Fax:      

	E-mail of main practice contact:      

	Hours of operation:      


6. EHR Detail

Is your practice currently using an EHR?   FORMDROPDOWN 
  If your practice is currently using an EHR, what was your “go-live” date?       Which EHR System?      
7. If you are submitting provider information via a spreadsheet instead of in the following table, please check here:  FORMCHECKBOX 

Please list the providers with prescriptive privileges (MDs, NPs, DOs, PAs, CNMWs) who meet the definition of Priority Primary Care Providers as listed in Section I of this Agreement who practice at the main site. If there are more than 10 providers practicing at the main site, please attach an additional sheet.
	Provider 1
	Provider 2

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):       

Email Address:      

	Provider 3
	Provider 4

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):      
Email Address:      

	Provider 5
	Provider 6

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):      
Email Address:      

	Provider 7
	Provider 8

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):      
Email Address:      


	Provider 9
	Provider 10

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):      
Email Address:      


6. Secondary Site and Provider Detail:
	Secondary Site Information

	Secondary Site Name:      

	Site Address:      

	City:      
	Zip Code:      

	Telephone:      
	Fax:      

	E-mail of main practice contact:      

	Hours of operation:      


Please list the providers with prescriptive privileges (MDs, NPs, DOs, PAs, CNMWs) who meet the definition of Priority Primary Care Providers as listed in Section I of this Agreement who practice at the secondary site. If there are more than 10 providers practicing at the secondary site, please attach an additional sheet.
	Provider 1
	Provider 2

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):      
Email Address:      

	Provider 3
	Provider 4

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):     
Email Address:      
	Gender Code (M/F):     
Email Address:      

	Provider 5
	Provider 6

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):      
Email Address:      

	Provider 7
	Provider 8

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):      
Email Address:      

	Provider 9
	Provider 10

	Name:      
	Name:      

	CA License Number:      
	CA License Number:      

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 

	Credentials (MD, NP, DO, PA, CNMW):  FORMDROPDOWN 


	Specialty:  FORMDROPDOWN 

	Specialty:  FORMDROPDOWN 


	NPI Number:      
	NPI Number:      

	Provider Tax ID Number:      
	Provider Tax ID Number:      

	Gender Code (M/F):      
Email Address:      
	Gender Code (M/F):      
Email Address:      


Attachment B: Services and Responsibilities

The following outlines the responsibilities of each Party and the REC services provided through this Agreement: 

I. 
Readiness and Planning 

a. Complete a Practice Readiness and Workflow Assessment 

· CalHIPSO or the LEC:  Perform standardized readiness and workflow assessments of Practice. Assess the current state of resources to support CEHR implementation and achievement of Stage 1 Criteria.  Identify gaps in resources and provide practice workflow recommendations.
· Practice/Provider:  Cooperate with CalHIPSO or LEC staff on readiness and workflow assessment process, including the completion of surveys or participation by phone or in person interviews. Attend required Webinars and computer-based training in preparation for this activity.

b. Create a  Practice Service Plan

· CalHIPSO or the LEC:  Provide Practice with a high level, standardized Practice Service Plan template to prepare Practice for key steps and roles/responsibilities in the implementation. Practice Service Plan shall clearly outline additional fees, if any, that may be charged by CalHIPSO/LEC for services not covered through ONC funding.  Review and obtain approval of the Practice Service Plan with Practice.

· Practice/Provider:  Complete the Service Plan and come to agreement with CalHIPSO or the LEC

regarding the steps and deliverables in the plan.

c. Identify a Project Team

· CalHIPSO or the LEC:  Assist Practice with the selection of a Project Team. 

· Practice/Provider:  Assign the appropriate staff to the Project Team and ensure the staff can commit the time required for successful rollout.

II. EHR Selection 
a. EHR Vendor Selection for Practices without an EHR

· CalHIPSO or the LEC:  Assist Providers in selecting a vendor for EHR software and integrated practice management system. Help match Providers’ needs to one of several EHR vendor bundles offered through one of CalHIPSO’s group purchasing programs or other vendor options.
· Practice/Provider:  Identify a multifunctional team to evaluate the vendor options. Review EHR vendor demonstrations, select EHR vendor and execute contracts for a CEHR. 

III. EHR Implementation Phase for Practices without an EHR 
a. Provide Project Management and Implementation Support

· CalHIPSO or the LEC: Provide project management support for the EHR implementation process, in conjunction with EHR vendor project manager. This support includes high level coaching, consultation, and troubleshooting, based on the Service Plan. Full project management services can be provided at an additional fee.
· Practice/Provider: Adhere to commitments and timelines as determined in Practice Service Plan. 
b. Facilitate HIE Connectivity and Interface Development
· CalHIPSO or the LEC: Identify HIE and interfaces needed to assist Practices in meeting Stage 1 Criteria as necessary. Development of HIE capability and interfaces needed are available as a fee based service. 
· Practice/Provider:  Provide, at its own cost, any equipment, interfaces, or customizations necessary to properly implement data exchange. 

c. Infrastructure Development 

· CalHIPSO or the LEC: As a fee based service, assist Practices in upgrading hardware, network and other devices to meet the requirements of the new EHR system.  Offer Group purchasing discounts for hardware and broadband connectivity.

· Practice/Provider:  Make necessary upgrades to hardware and network infrastructure.

d. System Configuration

· CalHIPSO or the LEC:  Provide high level consultation on system configuration. As a fee based service, assist with configuration of vendor systems using a standard configuration.

· Practice/Provider: Work with EHR vendor and service partner to determine the needs of Practice.
IV. Optimization 

a. Education and Training

· CalHIPSO or the LEC:  Disseminate knowledge and ongoing training about best practices in selecting, implementing, and meaningfully using certified EHR technology to improve quality and efficiency of healthcare.
· Practice/Provider: Use best efforts to assign the appropriate staff to participate in education and training sessions

b. Privacy and Security

· CalHIPSO or the LEC:  Support Providers in implementing best practices with respect to the privacy and security that are compliant with relevant laws, rules, and regulations.

· Practice/Provider: Use best efforts to work with CalHIPSO or the LEC to implement privacy and security recommendations.
IV. Meaningful Use Incentives
a. Demonstrate Meaningful Use to HHS and Medi-Cal
· CalHIPSO or the LEC: Assist eligible Providers in producing the required evidence and attestations to CMS demonstrating Meaningful Use. Assist Practices in collecting data appropriately so that meaningful use measures are accurate and reportable. 
· Practice/Provider: Generate the reports and other evidence necessary to achieve Meaningful Use designation by HHS and Medi-Cal.  Coordinate with CalHIPSO or LEC staff as needed.  Attend best practices Webinars and computer-based training geared towards achieving Meaningful Use by all Providers.
Attachment C
Business Associate Addendum
1. Definitions


a.  "Breach" has the meaning given such term under 42 U.S.C. § 17921(1) and 45 C.F.R. § 164.402.


b.  "Business Associate" has the meaning given such term under 42 U.S.C. § 17938 and 45 C.F.R. § 160.103.


c.  "Covered Entity" has the meaning given such term under 45 C.F.R. § 160.103.


d.  "Data Aggregation" has the meaning given such term under 45 C.F.R. § 164.501.


e.  "Designated Record Set" has the meaning given such term 45 C.F.R. § 164.501. 


f. "Electronic Protected Health Information" or "EPHI" means Protected Health Information that is maintained in or transmitted by electronic media.

g.  "Electronic Health Record" has the meaning given such term under 42 U.S.C. § 17921(5).


h.  "Health Care Operations" has the meaning given such term under 45 C.F.R. § 164.501.


i.  "Privacy Rule" means the HIPAA Regulation that is codified at 45 C.F.R. Parts 160 and 164, Subparts A and E.


j.  "Protected Health Information" or "PHI" means any information, whether oral or recorded in any form or medium: (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under 45 C.F.R. § 160.103; and (iii) has been provided by CE to BA or created or received by BA on CE's behalf. PHI includes EPHI.


k.  "Security Rule" means the HIPAA Regulation codified at 45 C.F.R. Parts 160 and 164, Subparts A and C.


l.  "Unsecured PHI" has the meaning given such term under 42 U.S.C. § 17932(h), 45 C.F.R. § 164.402 and guidance issued pursuant to the HITECH Act including, but not limited to that issued on April 17, 2009 and published in 74 Federal Register 19006 (April 27, 2009), by the Secretary of the U.S. Department of Health and Human Services ("Secretary").

2.
Obligations of Business Associate


a.   Permitted Uses. BA shall not use PHI except for the purpose of performing BA's obligations under the Agreement and as permitted under the Agreement and this Addendum. BA shall not use PHI in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so used by CE.  BA may use PHI (i) for the proper management and administration of BA, (ii) to carry out the legal responsibilities of BA, or (iii) for Data Aggregation purposes for the Health Care Operations of CE.

b.  Permitted Disclosures.  BA shall not disclose PHI except for the purpose of performing BA's obligations under the Agreement and as permitted under the Agreement and this Addendum.  BA shall not disclose PHI in any manner that would constitute a violation of the Privacy Rule or the HITECH Act if so disclosed by CE. BA may disclose PHI (i) for the proper management and administration of BA; (ii) to carry out the legal responsibilities of BA; (iii) as required by law; or (iv) for Data Aggregation purposes for the Health Care Operations of CE.  If BA discloses PHI to a third party, BA must obtain, prior to making any such disclosure, (i) reasonable written assurances from such third party that such PHI will be held confidential as provided pursuant to this Addendum and only disclosed as required by law or for the purposes for which it was disclosed to such third party, and (ii) a written agreement from such third party to immediately notify BA of any breaches of confidentiality of the PHI, to the extent it has obtained knowledge of such breach.


c.  Prohibited Uses and Disclosures under HITECH.  BA shall not (i) use or disclose PHI for fundraising or marketing purposes, except as provided under the Agreement and consistent with the requirements of 42 U.S.C. § 17936; (ii) disclose PHI to a health plan for payment or health care operations purposes if the patient has requested this special restriction, and has paid out of pocket in full for the health care item or service to which the PHI solely relates, 42 U.S.C. § 17935(a); (iii) directly or indirectly receive remuneration in exchange for PHI, except with the prior written consent of CE and as permitted by the HITECH Act, 42 U.S.C. §17935(d)(2); however, this prohibition shall not affect payment by CE to BA for services provided pursuant to the Agreement. 


d.  Appropriate Safeguards.  BA shall implement appropriate safeguards as are necessary to prevent the use or disclosure of PHI other than as permitted by the Agreement or Addendum.  BA shall use administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of EPHI.  BA shall comply with each of the requirements of 45 C.F.R. §§ 164.308, 164.310, and 164.312 and the policies and procedures and documentation requirements of the HIPAA Security Rule set forth in 45 C.F.R. § 164.316. 


e.  Mitigation.  BA shall mitigate, to the extent practicable, any harmful effect that is known to BA of a use or disclosure of PHI in violation of this Addendum.


f.  Reporting of Improper Access, Use or Disclosure.  BA shall promptly report to CE in writing of any access, use or disclosure of PHI not permitted by the Agreement and Addendum or applicable law and any security incident, as defined in the Security Rule, of which it becomes aware.  BA shall, following the discovery of any Breach of Unsecured PHI, notify CE in writing of such breach without unreasonable delay and in no case later than fifteen (15) business days after discovery.  The notice shall include the following information if known (or can be reasonably obtained) by BA: (i) contact information for the individuals who were or who may have been impacted by the Breach (e.g., first and last name, mailing address, street address, phone number, email address); (ii) a brief description of the circumstances of the Breach, including the date of the Breach and date of discovery (as defined in 42 U.S.C. § 17932(c)); (iii) a description of the types of Unsecured PHI involved in the Breach (e.g., names, social security numbers, date of birth, addresses, account numbers of any type, disability codes, diagnostic and/or billing codes and similar information); (iv) a brief description of what the BA has done or is doing to investigate the Breach, mitigate harm to the individuals impacted by the Breach.  


g.  Business Associate's Subcontractors and Agents. BA shall ensure that any agents or subcontractors to whom it provides PHI agree in writing to the same restrictions and conditions that apply to BA with respect to such PHI.  To the extent that BA creates, maintains, receives or transmits EPHI on behalf of the CE, BA shall implement the safeguards required by paragraph 2.d above with respect to EPHI. 


h.  Access to PHI.  To the extent BA maintains a Designated Record Set on behalf of the CE, BA shall make PHI maintained by BA or its agents or subcontractors in Designated Record Sets available to CE for inspection and copying within fifteen (15) days of a request by CE to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. § 164.524.  If BA maintains an Electronic Health Record, BA shall provide such information in electronic format to enable CE to fulfill its obligations under the HITECH Act, including, but not limited to, 42 U.S.C. § 17935(e).


i.  Amendment of PHI. To the extent BA maintains a Designated Record Set on behalf of CE, within thirty (30) days of receipt of a request from the CE or an individual for an amendment of PHI or a record about an individual contained in a Designated Record Set, BA or its agents or subcontractors shall make any amendments that CE directs or agrees to in accordance with the Privacy Rule.


j.  Accounting Rights. Within thirty (30) days of notice by CE of a request for an accounting of disclosures of PHI, BA and its agents or subcontractors shall make available to CE the information required to provide an accounting of disclosures to enable CE to fulfill its obligations under the Privacy Rule, including, but not limited to, 45 C.F.R. § 164.528, and its obligations under the HITECH Act, including but not limited to 42 U.S.C. § 17935(c), as determined by CE.  The provisions of this subparagraph 2.j shall survive the termination of this Addendum.


k.  Governmental Access to Records. BA shall make its internal practices, books and records relating to the use and disclosure of PHI available to CE and to the Secretary for purposes of determining BA's compliance with the Privacy Rule.


l.  Minimum Necessary.  BA (and its agents or subcontractors) shall request, use and disclose only the minimum amount of PHI necessary to accomplish the purpose of the request, use or disclosure.  Because the definition of "minimum necessary" is in flux, BA shall keep itself informed of guidance issued by the Secretary with respect to what constitutes "minimum necessary."

3. Termination


a.  Material Breach by BA.  A breach by BA of any provision of this Addendum shall constitute a material breach of the Agreement and will provide grounds for termination of the Agreement, any provision in the Agreement to the contrary notwithstanding, with or without an opportunity to cure the breach.  If termination of the Agreement is not feasible, CE may report the problem to the Secretary.


b.  Material Breach by CE.  Pursuant to 42 U.S.C. § 17934(b), if the BA knows of a pattern of activity or practice of the CE that constitutes a material breach or violation of the CE's obligations under the Agreement or Addendum or other arrangement, the BA must take reasonable steps to cure the breach or end the violation. If the steps are unsuccessful, the BA must terminate the Agreement or other arrangement if feasible, or if termination is not feasible, report the problem to the Secretary.


c.   Effect of Termination. Upon termination of the Agreement for any reason, BA shall, at the option of CE, return or destroy all PHI that BA or its agents or subcontractors still maintain in any form, and shall retain no copies of such PHI. If return or destruction is not feasible, BA shall continue to extend the protections of Section 2 of this Addendum to such information, and limit further use of such PHI to those purposes that make the return or destruction of such PHI infeasible.  

4.
Amendment to Comply with Law. BA and CE shall take such action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the Privacy Rule, the Security Rule and other applicable laws relating to the security or confidentiality of PHI. Upon the request of either Party, the other Party shall promptly enter into negotiations concerning the terms of an amendment to this Addendum embodying written assurances consistent with the standards and requirements of HIPAA, the HITECH Act, the Privacy Rule, the Security Rule or other applicable laws. 

5. 
No Third-Party Beneficiaries.  Nothing express or implied in the Agreement or Addendum is intended to confer, nor shall anything herein confer upon any person other than CE, BA and their respective successors or assigns, any rights, remedies, obligations or liabilities whatsoever

6.
Interpretation.  The provisions of this Addendum shall prevail over any provisions in the Agreement that may conflict or appear inconsistent with any provision in this Addendum. This Addendum and the Agreement shall be interpreted as broadly as necessary to implement and comply with HIPAA, the HITECH Act, the Privacy Rule and the Security Rule. Any ambiguity in this Addendum shall be resolved in favor of a meaning that complies and is consistent with HIPAA, the HITECH Act, the Privacy Rule and the Security Rule.  Except as specifically required to implement the purposes of this Addendum, or to the extent inconsistent with this Addendum, all other terms of the Agreement shall remain in force and effect.

7. 
Regulatory References.  A reference in this Addendum to a section of regulations means the section as in effect or as amended, and for which compliance is required. 
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